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nstrate'the feasipility of the BCA
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ImplEment abridged PKI containing both
nierarehicaltanadinesh PKIs, based on
existingl or slightly modified CA products

Demonstiate the ability of messaging
clients to successfully exchange and
process digitally signed traffic using the
Bridge CA
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Stifeier therseraer Directory concept
[ence Implementation software

cg@te path develepment
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PrOCESSINYICErtificate path processing

Vake tiisrsoftware fireely available to accelerate
application; develepments

Demonstrate the use of this software via
Integration into e-mail clients implementing
S/MIME V3 clients




ately ten menth effort
cemer 1999

entations started January 2000
Nine Vendors worked as one team
Three CA Vendors

Twoe Systems Engineering/Tech Support vendors
Two software development vendors
One directory vendor

One messaging application vendor
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O] L ﬁning and-Management

OveralisSystems) Engineering
echnicaiNpieroperability Profile Development
Scenanoerbevelopment

Einal Repert Development

Booz-Allen and Hamilton
Certificate and CRL Development
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Mfr@strdﬁure Components
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SM/IVIISST Certiiication Authority Workstation
SEYRUS
sl

ProvidedsSEYRUS Cards' (Cryptographic Engine, Token)
Entrust Trechnologies
Four CA mesh PKI

Four associated directory system agents
Entrust PKI toolkit

Chromatix (Entegrity)

Directory System Agents
Directory expertise
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uiicateVianagement Library (CML)
[DEVEIGPETNS/. £ Ereeware Library (SEL)
Testega@rated demonstration in laboratory

Provided dempnstiation facilities

CygnaCom Seltitiens
Developed Certificate Path Development Library (CPDL)
Integrated CPDL, CML, SFL into Eudora Client
Integrated Entrust Toolkit into Eudora Client (on behalf of Entrust)
Tested/Integrated demonstration in laboratory
Provided demonstration facilities




| S CliEnisbDevelopment
e ﬁ‘ RDEvVelop

R lienn.
Develo@éCA enabled S/IMIME E-Mail Client
pasedieniNevell Groupwise, SFL,CML, CPDL
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flplicelily 1"'eroperability Profile

LDAP V2 Plliectery Schema
[gnatures

S/I\/IM VS Application Layer Security
Protecel

i

RSA/

X.500 Directory Systems Protocol
Chaining

X.509 Certificates and Revocation Lists




AVW Sofitware Modules

%ﬁf el Development ISilarary.
EENey Cyenacom

CericaieNVieegement Likrary
De.\@d byJ.G. VVan Dyke and Associates
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SIMINMEEeewareiltiorary.

Developediayd.G. Van Dyke and Associates

Application
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Cert Mgt Library

S/MIME Freeware Library

v

Cert Path Dev Lib




*ee Seftware

.cate Path Development Library

Raceni-comy/cpl/

: 1

CertiicaterVianagement Library

hitp: /s aigmedillo. huntsville. al.us/software/certmgmt/index. html

S/MIME Ereeware Library

http://www.armadille. huntsville.al.us/software/smime/index.html
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PCA
o~ _ 4 Demonstration [Motorola]

ﬂ'!éeh | PCA [Spyrus]

| nfrastrLFure Demonstration
ecuure
Eﬂ”USt | > Demonstration [ CA [Motorola]

. CA [Spyrus]|

. Demonstration Demonstration
@ I CA [Spyrus]| CA [Motorola]

\/ X
Entrust Enabled |} MIMEVS NN | )i [Raytheon, Eudord

Eudora E-Mail —— .
Clients Bridge Directory « SSMIME Freeware Library [Van Dyke]

C (Chromatix) g ée{/tg Ir:]’gté%rla]evel opment Library

L DAP jt DSP » Certificate Management Library [V Dyke]
Two-Way X.500 * LYNKS Card [Spyrus]
Chaining

One-Way Chaining

Entrust ICL Border Dir Internal Dir

Directories (C hromati X) 4“ AT TTTTTTTTTTTTTS (C hromati X)
Synchronization Utility

Certsand CRLSs




Example SFL Certification
Path Processing
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Example Entrust Certification QaSCEIPEEd

Verifies Certificate Path

Entrust Software

Path Processing - Revocatio
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Army User 2
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Entrust Software Builds
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PREEPLWOENKS - at least In the lab!

1 i and hierarchical PKls
FWffe At CA preducts

Certificaie patis are successfully built
Entrust teolkit

Certificate Path Development Library
Certificate paths are successfully verified

Directory chaining among Border Directories
can be basis of directory interoperation




| 'phmidLess”ons Learned

NREgraung lieguired certificate processing

fedigreatiy eased on application
architeciire

Dire&tﬁ@nteroperation can be difficult

:

Diffictli=BUErso far, always doable

Cress-vender chaining requires careful directory
conifiguration

Latent standards implementation errors can surface during
cross-vendor directory integration




IEEssens Learned
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AN perermance facter: Directory lookups

te: sigieatire verfication times “first time” (without
Seconds

On uiicate patniisicached - about 1 second

VastmejenityAeirsignature: verifications will use cached
chalns

Common erroer: setting path length constraints to 1
or 0

Authority Key ldentifier - Useful extension, but if

clients built based on a specific infrastructure’s
Implementation, problems result




Subject Name: FBCA || Subject Name: FBCA

Issuer Name: PCA1 Issuer Name: PCA2

Subj Key ID: 200 Subj Key ID: 200 FBCA PCA 2
Auth Key ID: 100 Auth Key ID: 300

t >

PCA 1 (everse

J Cert Path

Building

Subject Name: PCA 1
| ssuer Name: FBCA
Subj Key ID: 400
Auth Key ID: 200
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Auth Key ID:

Issuer: PCA1

Ser #. 000

Subject Name: FBCA
Issuer Name: PCA2
Ser #: 010
Subj Key ID:

Issuer: PCA2

Ser #: 000
Auth Key ID:

Issuer: PCA2

Ser #: 000

b

4>

Subject Name: PCA 1
| ssuer Name: FBCA
Ser # 100
Subj Key ID:

Issuer: PCALl

Ser #: 001
Auth Key ID:

|ssuer: PCA1

Ser #:. 002

Cert Path
Building
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ArRhaser]
A IBRNEphemeral/Static DH, 3DES)

Add keyarecovery

1

Add Uter Certificate based access control - Based
on SDNISOANSEcurty: Policy Agility)

Signature Algerithm Agility (RSA/DSS/SHA1/MD5)
Client Certificate Policy Processing

Name Constraint Processing

Add Baltimore Technologies CA, Client

Add web application with BCA authentication,
Attribute Certificate access control
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‘ MailSecure
CPDL, CML,

SFL, gF’E RUS Demonstration Demonstration
A CA [Spyrus] CA [Motorola

Entrust Enabled I Eudora Eudora

Eudora E-Mail Il SMIME V3 II‘ CPDL, CML, CPDL, CML,
Clients SFL, ACL, SFL, ACL,

| SPYRUS Card SPYRUS Card

Attr. Cert,
SPIF

ttibuteYAuthoity] Gzlazel Dlies oy WitibuteXAuthoriiy]

(ﬁy gnaeom) Attr. Cert, SPIF (Gy gnaaom)
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Web Server

. | A Demonstration Demonstration
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R
Web Client

Chained Directory AttinuseAuthority;
(Cygnacom)
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iiarEederalfBCA relatively simple
CA preduct fepPeration requires work, but can be

done'- ue hardest part of the problem

Directory predlict interoperation difficulty varies
greatly/ - but can be done - and very effectively

Clients can lbe enabled withi freely available software

Phase Il to exercise every feature required for fully
functional Federal PKI




